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We are off ...

» Commenced enrollments 1 September
» First cards issued ... learning curve ...
= Nuances with interfaces
= UPN input
» First two agencies are USDA and GSA with heavy
usage
» Loading configurations for others is a challenge
» Received 13 configurations in the last week
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Stats-from www.FedIDCard.gov

USAccess Program Statistics
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Find Out More

USACCESS CENTERS

List of Centers Eind a Center
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Other Things ...

» Testing multiple PKI providers ...
= Ability to change out certificates between providers
» 3 Enroliment Centers Open
= 2 GSA and 1 USDA
» |_earning curve shows 2 week lag from configuration to enroll
» Deployment schedule 2 weeks ahead of system schedule

» Credentials tested with 3 different PAC systems and had review
for logical access. No issues reported.

» Credential has been tested with First Response Pilot

35



G S[é\ U.S. General Services Administration

Federal Acquisition Service

Enroliment Stations Progress
» For the National Capital Region:

* 15 enrollment machines have been identified as shared
stations with customers providing the location for 13 of the
machines.

* 24 enrollment machines have been identified for customers
to lease. These enrollment sites will be for the sole use of
the leasing customers.

« 36 have been confirmed to install with the room designated,
an agency contact, and a network engineer.

» Defining locations nationwide now.

* Initial Sites: (USDA and DoE)- Kansas City(MO) , Aiken(GA),
Argonne(IL), Amarillo(TX), Paducah(KY),Oak Ridge(TN),Los

Alamos(NM), Livermore (CA), Las Vegas(NV)
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Deployment

* Three Options:

« Shared- Operators, stations, & site managed by MSO. Must
be open to all customers of MSO

» Hosted- Site provided by customer, station by MSO,
operator is negotiated. Must be open to all customers of the
MSO

» Leased- An Agency leases a station for their own use, they
provide the site and the operator. This site can be closed to
Agency employees only

« MSO is negotiating with the collective body to identify sites,
identify options for each site, and develop a installation
schedule. Approximately 60 sites on plan thru October.

37



U.S. General Services Administration

Federal Acquisition Service

The MSO Credential- meeting the requirements of FIPS 201

Zone 9. Hoader Card Front Zone 19: Expiration Date
(static - “United States Government™)

Unied States Government \ Zone 20: Organtzational

OCT2010 Affiliation Abbreviation

Zone 1: Photo

ocCIlO Zone 8: Employee Affiliation
y ' araecr
. ‘:hlo.or BIO';’IE; Contractor Zone 10: Agency, Dept, or Organization
s 7 ey ) {agency level only)
Asmiraatiation

Zoowe 11: Agency Seal
Zone 2: Name

Farwes
1010067
Zooe 13: lasue Date

(not available)
Zone 15 Color Nama Bar JOHN, W ©

Zone 14: Expiration Date

Zone 3: Signature

(not available) Zone 18: Affiliation Color Code

Zone 17: Agency Specific Data
{supported - not populated)

Zone 5: Rank
Zone 6: POF417 Bar Code (supported - not populated)

(not available) Emergency Response Official J
p.

Zone 4: Agency Specific Toxt
(supported - not populated)

Zone 7: Circult Chip Zone 12: Footer

{no country of citizenship)
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USQCCESS Program

* Provides relevant
USAccess & HSPD-
12 information to:

UsAccess allows Civilian agencies and commissions ta share a comman
identity management infrastructure. The service provides Federal
credentials as required by Homeland Security Presidential Directive #12 as
well as comman enrollment services, resulting in efficiencies and cost
savings. Learn how to participate

USAccess System Log In Frequently Asked Questions

All agencies enrolled
in the GSA USAccess

— Participating agencies
— Other Government entities
— Media/analysts

TOP QUESTIONS

program gain entry in
to the EDS Assured Identity™ Web
Portal. This portal is the gateway for
participating agencies to access
GSA’s USAccess shared service
solution to administer production,
and activation of their agency’s PIV

How do I participate in the
credentials

USAccess Program Statistics

ID CARDS ISSUED

Find Out More

ENROLLMENT STATIONS

View Enrollment Stations

NEWS AND BRIEFINGS

= MSO Weekly Newsletter

= News and Events

program?

. : 5
Link to Log In Coming Soon! How soon can 1 expect to start
Read more issuing PIV credentials to my

employees?

* Provides gateway for
participants to access

View all FAQS

(= Print This Page &2 E-mail This Link

= Program Briefings

HELPFUL LINKS
. | Identity Credentialing

SA Website

= National Institute of Standards and

USAccess service
portal

contact us | site map

GSA

USAccess Web Site — www.FedIDCard.gov



G Slé\ U.S. General Services Administration

Federal Acquisition Service

An integrated approach to identity ...

Federal Information Processing Standard (FIPS) 201: Personal Identity Verification (PIV) of Federal employees and contractors

Executive Order 13356: Strengthening the Sharing of Terrorism Information to Protect America (August 27,2004)

OMB M-04-04: E-Authentication Guidance for Federal Agencies
OMB M-05-05: Electronic Signatures: How to Mitigate the Risk of Commercial Managed Services

OMB M-03-22: OMB Guidance for Implementing the Privacy Provisions the E-Government Act of 2002

HSPD-5 Management of Domestic Incidents: Establishes a single, comprehensive national incident management system
(February 28, 2003)

HSPD-6 Integration and Use of Screening Information: Consolidates the Government's approach to terrorism screening and
information collection and usage in screening processes. (September 16, 2003)

(

HSPD-7 Critical Infrastructure Protection: Federal departments and agencies are to identify, prioritize, and protect United States
critical infrastructure and key resources (December 17, 2003)

HSPD-8 National Preparedness: Defines "first responder” as those who are responsible for the protection and preservation of life,
property, evidence, and the environment (December 17, 2003)

HSPD-11 Comprehensive Terrorist-Related Screening Procedures: Research and development on technologies, including
biometric identifier (also Exec Order 13356)

HSPD-12 Policy for a Common Ildentification Standard for Federal Employees and Contractors: Sets a standard for secure
and reliable forms of identification

H.R 418: Real ID Act 2005: Separates driving privilege from identity for state driver’s license as of May 2008
)
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