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Current State

m SBA HQ enrolling SBA employees and
contractors and issuing compliant PIV cards

m Has issued 212 cards to date, which accounts for
10.10% of SBA HQ personnel

m Fully compliant technical solution is in place today

m Currently finalizing the plans for deploying the
solution to 83 SBA field offices

m Will leverage mobile issuance platform/capability



General Solution Overview

m SBA utilizes a turnkey solution that is specifically used to support
the HSPD-12 and FIPS 201-1 requirements with a strong focus on
the efficiency of the Issuance process

m SBA intends to utilize a mix of stationary and mobile
enrollment and issuance capabilities as part of the overall
solution

m SBA mobile enrollment capability allows for flexibly registering small
business personnel for PIV Card Issuance

m Implementing the capability to issue 60 PIV Cards each week from
each stationary SBA site

m SBA is also working in parallel on the PIV Card Usage models

m Integration with Visitor Management System at SBA HQ

= SBA employees and contractors will leverage their PIV Cards as the primary security
authentication token for accessing the building

m Planning to Integrate PIV card with the SBA Network

= Eventually, SBA employees and contractors will leverage their PIV Cards to log into
the SBA network
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Communities of Interest

m SBA Office of Disaster Assistance (ODA)

m First Responders
m Second Responders
m Third Responders

m SBA Physical Security Services (OM&A)

m Access to SBA buildings
m Access to Shared Federal buildings
m Access to commercial locations and offices

B SBA Logical Security Services (OCIO)

m Access to the SBA network
m Remote access to SBA logical resources
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Unique Requirement

Small Businesses make up the majority percentage of
commercial capability within the U.S. economy, and in
fulfilling responses to disasters, and requirements toward
national security.

m SBA is responsible for issuing PIV Cards to personnel
that will respond to emergencies, disasters, and other
needs for First Responders.

B SBA must have a solution in place that can

Rapidly identify known and new small business resources

Rapidly authenticate the members of those small businesses

Rapidly and flexibly issue PIV Cards to those small business personnel

Rapidly and flexibly authorize the PIV Card Holders with physical and
logical access to disaster and terror response scenarios in support of
Homeland Security efforts 40



Questions?



SBA

Contact

mMr. Kenneth Etheridge, Program Sponsor
mEmail: kenneth.etheridge@sba.gov
mOffice: (202) 205-7028

mMs. Ravoyne Payton, SBA OCIO, Technical Lead
mEmail: Ravoyne.Payton@sba.gov
mOffice: (202) 205-7168

mMr. Omar Lopez, SBA HSPD-12 Program Advisor
mEmail: olopez@|s3-inc.com
mOffice: 443-393-3414 ext 114




