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Key Architecture Design Considerations GSA

~\

Different authentication assurance levels are needed for different
types of transactions.

Architecture must support multiple authentication technologies —
PIN, biometric template, CHUID, authentication keys.

Architecture must support multiple protocols.

Federal Government will not mandate a single proprietary solution,
therefore, Architecture must support multiple COTS products.

All architecture components must interoperate with ALL other
components (see www.idmanagement.gov) — requires product
testing.

Interface specifications are necessary for inter-system data
exchange.

Controls must protect privacy of personal information.
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NIST and GSA Roles — HSPD-12 Testing GSA

NIST -- Establish security and interoperability requirements in FIPS 201 and
related interface specifications and test suites.

NIST — Accredit laboratories to perform lab testing for:
FIPS 140-2 Cryptographic Modules
Smart Card PIV applets
PIV middleware
Validated products at hitp://csrc.nist.gov/npivp/

NIST — Test fingerprint biometric generation and matching equipment per NIST SP
800-76-1 “PIV Biometric Data Specification

GSA - Establish FIPS-201 Evaluation Program to determine conformance to FIPS-
201 normative requirements.

22 categories of products and services identified that require evaluation

Approved Product List at http://fips201ep.cio.gov/

GSA -- Establish and maintain Approved Products Lists for product and services
determined to be compliant with FIPS 201 normative requirements

GSA - Provide government-wide schedule contracts on IT Schedule 70 and SIN
132-61 and 62 for FIPS 201 compliant products/services

GSA - Test agency-specific configuration for ICC encoding (Electronic
Personalization) of PIV data model per OMB-07-06
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Status of GSA FIPS 201 Evaluation Program GSA

GSA/NIST identified 22 categories of products/services directly impacted
by FIPS 201 requirements

v All 22 categories of products/services are needed for full HSPD-12
implementation

Current product and services approvals:
v 220+ products on FIPS 201 Approved Product List

v Approved products in all categories except: Card Reader Biometric,
Card Reader Authentication Key, PIV Delivery Service

v 6 approved PKI Shared Service Providers
v 20+ approved integrators, 8 provide end-to-end HSPD-12 solutions

GSA is proceeding from contracted lab services to certified 3-party labs
for FIPS-201 conformance evaluations

v GSA contracted for lab services for all EP evaluations 5/06 — 4/07

v 2/2/07 Federal Register Notice that GSA is changing FIPS-2-1 EP fee
structure and moving to 3r9-party lab certification

v Effective 4/3/07 GSA discontinued contracted evaluations
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Accessing the FIPS 201 Approved Products List

A
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PIV Card Encoding Test — 800-85B Tool

- FIPS 201 APL category “Electronic Personalization™ tests for
conformant encoding of the PIV data model on the cards ICC.

- Full test specifications are contained in NIST SP 800-85B.

- NIST developed 800-85B tool to implement test specifications of SP
800-85B.

800-85B test tool and Installation and Configuration Guide are available at:
http://csrc.nist.gov/piv-program/dm_tester/index.html

- 4 basic set of conformance tests:
BER-TLV (Basic Encoding Rules — Tag, Length, Value) — 11 tests verify that all
data objects conform to specified encoding formats
Biometric Data — 57 tests verify biometric data conformance to SP 800-76-1
specifications
Certificate Profile — 35 tests verify certificate conformance to PKI Common Policy
and SP 800-78-1.

Digital Signature — 66 tests verify digital signature for all signed data objects and
verify security object hashes.
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Status of Agency Card Testing GSA

OMB M-07-06 required all agencies to provide PIV card
with agency-specific configuration to GSA for testing.

GSA is applying 800-85B test tool for all Agency Card
Testing to validate encoding of PIV data model.

GSA will test all optional objects encoded on card.
Card encoding and Test Tool are complex.

- A dozen agency-specific card configurations have been
approved.

This testing is absolutely necessary to even begin to talk
about interoperability.
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For More Information

o Visit our Websites:
http://www.idmanagement.gov
http://www.cio.gov/ficc
http://www.cio.gov/fpkipa
http://www.csrc.nist.gov/piv-project

e Or contact:

David Temoshok

Director, ldentity Policy and Management
202-208-7655

david.temoshok@gsa.gov
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