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Let’s Start by Discussing Identity Management

Definition: ldentity is the collection of attributes and
characteristics that define the oneness of a single discrete individual.

Application

Employment Status Credential Status Account Status
Active Active Enabled
Suspended Suspended Disabled
Terminated Revoked

The interface between a user account and the user is the credential or token, which is simply
a representation of the user. This representation is linked to the user by what the user

knows, has, or is:

What the User Knows — Password or Shared Secret
What the User Has — PKI Certificate
What the User Is — Biometrics
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USDA'’s HSPD-12 Deployment Plan

. (Our Catalyst for Credential Management)

Background Investigations
» Contractors
« Employees < 15 years
« Employees > 15 years

Smart Cards to applicable persons
* 30% of 150,000 persons
» 70% of 150,000 persons

LACS integrations

PACS integrations

Complete by 10/2008
10/2007
10/2007
10/2008

Complete by 10/2008
10/2007
10/2008

Complete by 10/2009

Complete by 10/2011
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EVOLUTION
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%% Stage 1 - Parallel Environments

<2001

Stage 1

1. 97,000 employees; 50,000 contractors; 1 million other affiliates

2. 25,000 facilities, with offices in every county in the United States

3. A handful of Physical Access Control Systems (PACS) — other sites
mostly traditional key-based

4. Chaos with Logical Access Control Systems (LACS)
a)  Multiple closed networks; stand-alone desktops

b)  Several hundred web-based/client server systems; some users
with > 30 L/P’s

c) 2 mainframe systems

d)  >10,000 persons doing some type of credential &
account administration
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EVOLUTION
Stage 2 — Use of Security Domains & eAuthentication

2002 | 2006

Stage 2

Same user base

Same # & location of facilities

Physical Access Control Systems (PACS) at 250 sites;
other sites mostly traditional key-based

a) 50 different legacy PACS systems — each stovepiped

Logical Access Control Systems (LACS)
a) 36 Active Directory forests and few trusts

i
&
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Stage 2 — Use of Security Domains

b)  Limited single sign-on for non-domain based resources
(e.g. eAuthentication)

User
Account

c) Legacy client-server and mainframe

d)  Still had several thousand credential & account
administrators

USDA
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Selected Statistics for USDA’s eAuthentication
221 Integrated Business Applications)

U.S. Department of Agriculture HSPD 12 Program

Uptime Percentage Number of Customers
Goal Last Month Current Month Level Last Month Current Month
99.50% 100.00% 100.00% 1 64,563 66,396
2 60,434 61,965
Number of Authentications 3
12 Months Ago Last Month Current Month 4
1,190,010 1,409,039 1,488,526 Totals 124,997 128,361
Number of Authorizations Number of LRAs
12 Months Ago Last Month Current Month Agency Last Month Current Month
16,895,892 48,593,430 55,640,695 FSA 9,249 9,230
NRCS 2,947 2,949
Number of Employee Credentials RD 1,052 1211
Level Last Month Current Month FNS 97 98
2 96,870 96,326 0CI0 - -
APHIS 155 170]
Other 17 118}
Totals 13,617 13,776
Totals 96,875 96,326
USDA
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EVOLUTION
Stage 3 — Enterprise Single Identity

2007 | 2008

Stage 3

Like most other Departments, we’re moving to identity management:

1.  We achieve more precise identity management:
a) Improved confidence of identity
b) Improved background/suitability
c) Improved status of employment
d) Absolute agreement on authoritative data source
2. We achieve more automatic account provisioning and Stage 1 - Parallel Environments
de-provisioning among connected systems.
3. We still have:
a) Multiple credentials
b) Mixture of Au techniques
c) More user “pains”
d) Same old credential administration
4. But, we do have Stage 3 — Enterprise Single Identity
a) Reduced account administration QS DA

e
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EVOLUTION
Stage 4 — Enterprise Single Credential

2007 | 2009

Stage 4

For identity management & credential management,
HSPD-12 delivers a great 1-2 punch!

Single identity & single credential
solves so many problems!

- Confidence of identity —

» Standardized background investigation W

» Accurate & timely employment status

* 1 credential per individual >

* No more crazy password mgmt (55% of HD)

* Reduced credential & account administration

» Accurate provisioning/de-provisioning

* 2 Factor; Dig Sig; other security improvements

© 660 666

Stage 4 - Enterprise Single Credential

How many credential & account administrators will we need? USDA
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EVOLUTION
Stage 5 — Enterprise Single-On

2008 § 2010

Stage 5

Single Sign-On provides an even richer, more
efficient user experience.

Security boundaries don’t change,
but the authentication occurs without m
user intervention or awareness. )

User

©
S

Stage 5 — Enterprise Single -On (User Perspective)
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Enough Philosophy!

(Let’s Talk Technical)

CPS

Distribution

¢ Interaction »

Card
Printing

Key Mgt .

=4
e
Certificate

authority
- s -

\
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CHMS DB

Interaction

7
g

OCSP
Responder

Agency LACS

Agency 2 LACS

Agency 1 LACS

&

WorkStation

&,

WorkStation

Controllér

Interaction

3 =

Employees Contractors

Interaction

ncy\———

Interaction

OPM /FBI

Registration

Card
Reader

Reglstratlon
WKS

\ Camera
Document
éQ,

Scanner
Finger Print
Scanner

Agency PACS

u

PACS
Master DB
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Enterprise
Servers
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Drilling Down into USDA’s Responsible Area

Enterprise

& ||I"_ i
Business -' Physical
Apps Security Access
Systems

(Building Access)

HSPD-12 Service
Provider

)ﬁ’#\

29 USDA

Agencies
eAuthentication
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:ﬁ HR System & Identity Management

EmpowHR Managed

EIMS Managed

EmpowHR
System
| Refresh
Process

>
[l

\§§ Domain
b

EIMS Data Server

Pivot Server SQL Server 2005 T
Authoritative Source for: Pk [Asncvip
- employees Extraction Process e | e
- contractors oMz Tab SQ:. Sheuer BOOG | NFgAgcygzcm
i HH avles Emplayael NISTAgpencyCode
afﬂ I IateS MliEmployeelD) | | NISTAgencyParentCode
Applies to Core Tables Popodlate NISTAgencyParent 2Code
? INISTDepar\ment\D :
InCIUdmg: Core Tables 2 2 SER S:R é
- employment status =3 P~ i
i position(s) Reference Data PK | PersonAgencylD i Saiinin
- agencies Pt famonn | TREEORTGL Peerd
sponsorship il Convaci
i AgencyStatus PositionStatus
- adjudication Results Design Issues Considered: ! 3
- Data Mapping & Transformation R
) =] i i PP | soncl PKFK1 | AgenentD
ata rrotecton ecurity
. . SponsorPersoniD ckinvType
- Scheduling (30 min. refreshes)

- Logging/Rollback/Data Integrity
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Employee Record — Personal Data

USDA

7 PAR Procassing
— Action Table Setup

Jaguar,Mark us Dept of Agricuiture

Home \Workist Add fo Favories Si

2 | BenefitData |

i

[
J[ Dafa Cortiol | PersonalData Y. Job | Posifion ) C

~ Flexiplace Work Agreement|
- Hire Employee

— Undste Reports To

- Wass Reports to Update

— Address Processing

- Applicant Hire

e Applid Action
— Carrect Applied Action
~ Cancel Applied Action
- Histary Override
— Undate NFC Flags
- Create New Oprid
- Emplovee Password Reset
- lass Attions
— Deparimental Transfer
~ Emplovee Security
Clearance
I Position Management
I HR Reporis
1> Recruiting
I HR Processing
1 Training Administration
> Worklist Admin

[ LOC Transit Subsidy

SMITHJR JON DAVID EmpliD: 110227

Transaction# /Seq

Effective Date:

HOA Code: ActType:

0

Empl Red#:

Find | View All

PAR Status: PmcesseuEmPpllfbyee Hécord - Securlty

Empl Status: Active

USDA Orlebar,Roxanne E Us Dept of Agriculture
4

Jon Middle:

First:

CECE = [~| security Info

Suffix:

Last: |SHITH

— Action Table Setup

IR
‘ — Flexiplace Work Agreement| EmpliD: 090166 Empl Redi#: 0 Brown | Jocelyn GAIL

Hame: SWITH.R JON DAVID

Alias Name | DOE

— Hire Emplovee

— Update Reports To
T Status: NFCR

Pref First ame |JonnY |

Gender: @ Hale O Female  Handicap Ca: | N0 Hendicap

1

Effective Date: tion #
NAM

— Mass Reports to Update
— Address Processing
— Applicant Hire

= j e Bame g fom PAR Status:  PRO Prace
vl Reason Code: NAM

Name Change
— Update Applied Action

*Date of Birth: |10/12/1965

Birth Info Agdress Infg Personal Phong

Dratt Status; | Mot Applicable |

NOA Code: 780 Name Chg from

- Correct Applied Action
— Cancel Applied Artion
— History Override
— Update NEC Flags
~ Create New Oprid [ ~
— Emplovee Password Reset
— Mass Aclions itivity: |
— Departmental Transfer
I Position Management
1 HR Reporis
1> Recruiting
> HR Processing
I> Training Administration
1> Worklist Admin

Citizel

“Citizel Security Clearance: | NotRequired

Veteran:

Existing BI Notes |Testing

U.S. Department of Agriculture HSPD 12 Program

1> LOC Transit Subsidy PIV Card Required Card Activation Informatien [ —]
- Manage Performance. i3

- Mon-Employee Processing Silbettng OMce Meiier-

I Benefits

| e-QIP tracking number
I Morth American Payroll

1> Payroll Interface
> Workforce Development

i ) NACI by HR O Initiated by PSO

> Organizational Development
1> Enterprise Leaming

© Requirements Mat C Not Required
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HR — Non-Employees

Contract/Affiliation Record Non Employee Record — Personal Data

USDA Orlebar Roxanne E us st Agturn Lsoa

R D o | it | St P |8,

[T

! Fast Decumants Contract Information

Contract Company

S et | o vt i | et | [ty | i | 0 e i | 5 5ot e |

~,

Contract — Non Employee Link

USDA OrlebarRoxanne E US Deptof Agriculture

Home Workist Add to Favories Sign out

New Window | Help | Customize Page | &

I My Favarites

' Payll Documents Contract Assignment
[ Employee Self Senice
I Manager Self Senice
1 FAR Processing ContractiD  BRO1234
1> Position Wanagement Company
) HR Reparls B0 s [seect
I Recruiting
I HR Processing DS Selectil
[ Training Administration Contract Assignment
> Workist Admin " 7‘ T T T
> LOC Transit Subsidy ‘ EmplD ‘Assignment Date [2° = Card Activation Information ‘
I” Manage Performance ‘ Status |Required |
7 Non-Employee Processing 1)200001 | |ANDERSONMICHAELJ | 12/08:200 Adie [w Card Actvation Information
- Non Employee Information ‘ ‘ R i - 5 { _ —u ‘

~Canclnomaion _— ]

- Contract Company

- Contract Assignment
[> Benefits
> North American Payrall

D Payrall Interface = =
1 Worklorce Development B sae ,E\Retumtnsuarchl 18] Previous in List @nm\nuﬂ [=] Notify H UpdateD | }ahnumnamﬂﬂ [ Correct History

USDA
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Enterprise
&
Business
Apps

EmpowHR

| i
Ul Physical
Security Access

Systems
(Building Access)

HSPD-12 Service
Provider

eAuthentication

'
!

(&

29 USDA
Agencies
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Enterprise PACS Architectural Concept

Intra-Physical Access Control XML

J Using XML, each PACS translator is responsible for converting the proprietary data to/from a common
XML format, move/store data securely & perform auditing/alerting functions

HSPD-12 Service

)

Master

Database

Master Database IPAX
Translator ————————— Processing
Database
Developed for each PACS
. |RAX system and is responsible for
Distributor translating between the
proprietary system and the

A

One or more servers
responsible for managing
transactions between the
Master Database and the
distributed PACS translators

Al transactions received
from master database are
stored in a queue to
guarantee delivery

The IPAX Distributor must
contain information about
each IPAX translator to map
transactions to the correct
location

IPAX Message
Queue

IPAX format

v

v

v

Proprietary Proprietary
FPACS FPACS

Data

Data

Proprietary
FPACS
Data

IPAX IPAX IPAX
Translator Translator Translator
3 3 3 Being handled by
PACS physical security
PACS PACS
’—> System A folks
S Ps?é?n? A aster System B System C
egion . . 7y
v v

Proprietary
FPACS
Data

USDA
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PACS Migration Strategy

Measured Migration Plan

L 33% of smart cards will be a triple technology card <$4 increased cost/card>
to allow for maximum leverage of existing legacy
PACS systems

Ul Installation of dual technology card readers allowing < $250 cost/reader>
legacy cards to work during migration period

1 USDA will allow legacy PACS to reach their lifecycle
before being replaced to leverage previous invest-
ments (All legacy PACS will be compliant by October

2011)
PACS Migration
(Stand-alone > Enterprise/FIPS
erat® |
artne’ coosa\eg‘es
need v ‘ gratio” ®
e’
wl ©
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inally, Let’s Look at LACS...
nd everything else

Enterprise .

& ||I"_ Il
Business -' Physical
Apps Security Access
Systems

(Building Access)

EmpowHR HSPD-12 Service

Provider

)ﬁ’ﬂ\

29 USDA

Agencies
eAuthentication
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Process Steps — New Hire Activation

eAuthentication | . User Account Q

] .. \'ﬁﬂ

T L Agency AD
\ N User Account Administrator
- |
>

CONNECTOR

USDA
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Suspension/Termination Actions

Credential Status

HSPD-12 Agency
Security Officer

Certificate Status

SUSPENDED

CHUID Status
SUSPENDED

HSPD-12 Credential Management

LACS/PACS
Account Status

HR Identity Management :
Agency Domain [
Administrator

Agency Domain Account Management

USDA
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EIMS Implementation Schedule

The EIMS implementation schedule is key to fulfilling the HSPD-12 mandate:

High Level Timeline

01/31/07 03/2‘.007 10/0;/07 10/27/08 10/2]/09 10/217111
",%.- ".g‘,- Z.g :- ;.g;’- s -i‘ . :,i ]
I I I I I I
HR IDMS HSPD-12 Lincpass LACS/Lincpass PACS/Lincpass
Integration “Go-Live” Service Deployment Integration Integration
Integ 8I"ated Complete Completed Completed
Agencies’ AD’s Mandated

Integrated

USDA
o



Applicant Receives a

U.S. Department of Agriculture HSPD 12 Program

ass Risk Assessment Decision Tree (DRAFT)

LincPass

Is the Applicant a Long

Will the Applicant
Have Access to

Sensitive * Information

Applicant Receives a
LincPass

P

Key

Definition for sensitive information is
found in DR 3440 -002

Mission Critical , National Capital
Region , or Physical Access
Control System

LACS security levels are defined in
DR 3610 -001

Defined as between one and six
months

Includes retirees

No
Term Federal Employee ?

Applicant Receives a
No LincPass

Applicant Require
Unescorted Access in a
MC ,NCR, or PACS **
Enabled

Facility ?

Does the
Applicant Require
Access to a Level 3 or
4 *** Logical Access
Control
System ?

Does the
Applicant Require
Unescorted Access as
Determined by an
Agency’s Local Risk
Assessment  ?

Applicant Receives a
LincPass

Applicant Require
An Authoritative Form

of Identification Tor
Extended **** Access
to a USDA
Facility ?

Applicant Receives a
LincPass

Applicant Receives a
Site Badge & Restricted
( and Possibly Monitored )

Applicant Receives a
Visitor Badge

Computer Access
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Feedback?

Are we way off track?

What other strategies are occurring?

Where are conversations happening?

USDA
oA



